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Microsoft Azure App Registration for
SharePoint Site Access

Please note that to complete all the steps you will need administrative rights within
your Azure Active Directory tenant directory.

Initial app registration

The first step consists of logging into Azure portal.

Microsoft Azure > Search resources, services, and docs (G+/)

All services

All app registrations X @ Service providers : All Release Status - All
Favorites
Recens E%  App registrations @ App Services App Configuratian
Recemmended for you
7 2> Function App & Application gateways @ Application Insights
Categories
& @ Container Apps i8  Enterprise applications Logic apps.
Al + machine learing
& App Service Certificates B App Service Domains & App Service Environments
Analytics
Compute B App Service plans @ Container App Jobs @ Application security groups
Containers B3 Azure Spring Apps ] Container Apps Environments IoT Central Applications
Databases . .
& Managed applications center | PREVIEW EA static web Apps BB virtual Appointments Builder
DevOps
s . B3 VM application definitions B¥ VM application versions & Azure NetApp Files
eneral
Hybrid + multicloud 1.+ Logic Apps Custom Connector @ web Application Firewall policies (WAF) @ App Compliance Automation Tool for Microsoft .. | preview
Identity
Give feedback
Integration )ij elp improve this page

Internet of Things
Management and governance
Migration

Mixed reality

Monitor

Networking

In the Azure Portal navigate to All Services. Here you can find / filter on App

Registration. Navigate to the App registration page
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2 search resources, services, and docs (G+/) I O Copilot

All services >

App registrations

| New registration @) Endpoints ¥ Troubleshoot () Refresh L Download Preview festures 27 Gol leedback?

@ starting June 30th, 2020 we will ne longer add any new features to Azure Active Directory Auth

ication Library (ADAL) and Azure Active Dircctory Graph. We will continue to provide technical support and security updates but we wil o langer provide feature updates. Applications
will need to be upgraded 1o Mierosoft Authentication Library (MSAL) and Microsoft Graph. Learn more

Al applicati Owned applications  Deleted

P Start typing a display name or application (client) ID to filter these r. T Add filters
8 applications found

Display name *

Application (client) ID Created on *y  Certificates & secrets

3/6/2025 -
4442025 @ Current
31372025 © Current

In this case, there are already a few applications registered. We are going to register a
new application by clicking on + New Registration.

All services > App registrations

Register an application

* Name
The user-facing display name for this application (this can be changed later),

Supplydrive App Registration

Supported account types

Who can use this applicati

vor access this API?
®) Accounts in this organizational directory only (Supplydrive BV anly - Single tenant)

Aceounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant)

Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant) and personal Microsoft
accaunts (e.g. Skype, Xbox)

) Personal Micrasoft accounts only

Help me choose..

Redirect URI (optional)

We'll retum the authentication response to this URI after successfully authenticating the user. Providing this now is
optienal and it can be changed later, but a value is required for most authentication scenarios.

Select a platform ~ | [egn

example.cc

Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications

By praceeding, you agree to the Mic

ft Platform Policies

We have given the app the name, "Supplydrive App Registration". You can keep the
supported account type to single tenant and the redirect URI is not necessary.
Click Register to finish the initial registration.

Home > App registrations

Supplydrive App Registration =

*
~

| © searcn xow [i] Delete & Endpoints B Preview features
i Overview

~ Essentials
& Quickstart

Display name - Supplydrive App Registration Client credentials ; Add a certificate or secret
57 Integration assistant
- 9 Application (client) ID - 430aad38-9d14-4bec-84a4-61e06ded Fe3c Redirect URIs Add a Redirect URI

Ive probl
& Diagnase and salve problems Object 1D  cebdf320-65dd-de3c-ab71-363381292650 Application 1D URI : Add an Apglication ID URI
v Manage Directory (tenant) ID - badb Managed applicationin |... : Supplydrive App Registration
B2 Branding & properties Supported account types My organization only

State @ Activated
2) Authentication (Preview)

@ Starting June 30th, 2020 we will no longer add any new features ta Azure Active Directory Authenticati
Certificates & secrets - need to b b

Library {ADAL) and Azure Active Directory Graph. We will cantinue to provide technical support and security updates but we will no langer
provide featurs updales. d lo Microsofl

} and Microsolt Groph. Learn more:

11! Token configuration

Get Started  Documentation
-2 AP| permissions —_—
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Configuring App registrations API permissions

You now need to give the app registration permissions so it's able to read / write in
the selected Microsoft services. Go to API permissions on the left-hand side.

Allservices > App registrations > Supplydrive App Registration

- Supplydrive App Registration | APl permissions =

() Refresh | A7 Got feedback?

vake permissions that have already been granted tenant-wide for that application. Permissions that users have skeady granted on thelr own behalf aren't affected. Leam more

stomized per permission. user, or app. This colurn may ot reflect the value in your organization, or in rganizations whére

when they are granted permissions by users/admins as part of the cansent process. The list of canfigured permissions should include

Description Admin consent requ... Status
ot F Delegated  Sign in and read user profile Mo
22 Owners
2, Roles and administrators
To view and manage consented permissions for individual apps, as well as your tenant’s consent settings, try Enterp
I Manifest

> Support + Troubleshooting

Currently, the app registration only has one delegated permission, i.e. User.Read. you
can remove the default User.Read delegated permission by clicking on the ... (located
at the end of the row) and selecting Remove permission.

After that Click on + Add permission.

) Refresh 7 Got feedback? 6; Microsoft Grap
hitp

What type of ¢ oes your application require?

Configured permissions

n they are granted permissi

API / Permissions name Type Description Admin consent requ... Stati

Select Microsoft Graph. Then click on Application permissions.
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lome > Supplydrive App Registratio Request API permissions
- Supplydrive App Registration | APl permissions =

bisckgyraund servce or daemn withaut &

Refrest 1 feed
B Grerview .
Select permissions
& cuickstart
4h Granting tenant-wide consank may revolie permiscions that have akreacy been grantedtanant-wide for that applcaton. Pesmiscions thet sers have Short typing 2 permission to Ater thess results

' Integration assistant

Permissi Admii it required
¥ Diagnase and salve problems

for an eganiaation, Howmes, et Const can b ustomiced pef RSO S8 tigraton

~ Manage

B Branding & properties

> SharefointCrossTenantMigration

ins as part of the cansent process. The list of configure
> SitesMetadatadmin

7 Sites (1)
Type Description Admin consent requ.. Stab
Sites FllControl Al
(] Yes.
! e fulconol ofa s calections
Delegated  Sign in and read user profle Ho -
= a p O . -
25 n o st colloctions
Yo view and manage consented permissions for individual apps, as well as your tenant's consent settings, fry Enterpris: ation ] | st collections e
B Manifest
. h [l Yes
> suppart + Troubleshooting - in il st collections
= e

Access solected site callections

[ oo B

Navigate to Sites and select the permission Sites.Selected. Click on Add
permissions to finish adding permissions.

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include

all the permissions the application needs. Learn more about permissions and consent
+ Add a permission /" Grant admin consent for Supplydrive BV
APl / Permissions name Type Description Admin consent requ... Status

v Microsoft Graph (1)

Sites.Selected Application  Access selected site collections Yes @ Granted for Supplydrive_ ***

API Permissions of type application require an administrator to grant consent. Have
the admin click on Grant admin consent for ... link (located above the table). The
entries in the Status column of the mail permissions are now updated to Granted.
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Apply permissions for the selected site

Important: It is highly recommended to create a dedicated site for the Supplydrive
integration. Sites.Selected with Write permissions will grant the app read + write
access to the entire selected site, not just a single folder. Using a dedicated site
ensures least privilege and better security.

1. Login to the Microsoft develop graph-explorer

https://developer.microsoft.com/en-us/graph/graph-explorer

make sure you are logged in with your admin account (Sharepoint Admin / Global
Admin). You can check the signed in user in the top right corner.

2. Apply API Consent and get the SharePoint Site ID

Enter the Graph url in from the textbox below. Make sure to replace {tenant} and
{site-name} in the url. Use the http method GET.

https://graph.microsoft.com/v1.0/sites/{tenant}.sharepoint.com:/sites/{site-name}

After putting in the url navigate to the Modify Permissions tab and search for
Sites.FullControl.All. Click on Consent next to the permission

Permissions

ft Graph API endpoints, choose the permis:

After you have consent Press the Run Query button next to the Graph url. You should
get back an response with OK Code 200

Copy the id of the site from the response

[Example response]

{

"id": "tenant.sharepoint.com,12345abc-...,67890def-...",
"name": "sitename”",

.
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2. Grant the app permission on the Sharepoint site

Make sure to replace {site-id} with the Site ID you got from the previous response.
Select http method POST.

https://graph.microsoft.com/v1.0/sites/{site-id}/permissions

https://graph.microsoft.com/v1.0/sites/{site-id}/permissions =) > Run query

Parts between ) need to be r

Request Body

In the request body paste the following and replace CLIENT-ID with the CLIENT-ID of
the app you registered earlier. You can choose your own display name

{
"roles": [ "write" ],
"grantedToldentities": [
{
"application": {
"id": "CLIENT-ID",
"displayName": "NAME-OF-YOUR-APP"
}
}
]
}

Press run Query once all fields have been replaced. If everything went well you should
receive a response code 201 - Created

3. Verify the permission

Use the following API call to check if the permissions have been set successfully. Use
the method GET.

https://graph.microsoft.com/v1.0/sites/{site-id}/permissions
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Adding a client secret

To allow us to use the app registration, you'll need to generate a client secret. Click on
either Certificates & Secrets on the left-hand side or Add a certificate or secret link
(next to Client credentials).

All se pp registrations > Supplydrive App Registrat

Supplydrive App Registration | Certificates & secrets

Dk b
i Overview

Quickstart c confidential applications to identify

nselves to the authentication service when receivin

kens at a web addressable location (using an HTTPS

ing a certificate (instead of a client secret) as a cre

#" Integration assistant

X Diagnose and solve problems

@ Application registrtion certfcate; secrets an federated credentils can be found i the tabs below.
v Manage

B Branding & properties

Certificates (0)  Client secrets (0)  Federated credentials (0)
9 Authentication (Preview) —
Coniiicaton & secrats A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password
11} Token configuration
Rk coiigestiy + New client secret
9 API permissions
Description Expires Value Secret ID

@ Expose an API

No client secrets have been created for this application.

Support + Troubleshooting

We currently have no client secrets. Click on the + New client secret.

All services > App registratians > Supplydrive App Registration

Add a client secret X
Supplydrive App Registration | Certificates & secrets  #
Description Supplydrive Secret
A7 Got feedback? Expires Recommended: 180 days (6 manths) ~
B Overview

Quickstart Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable locati
scheme). For a higher level of assurance, we recommend using a certificate (instead of a dlient secret) as a credential,

# Integration assistant

X Diagnose and scive problems

18 Applcation registition certificaes, secrets and federated credentials can be found Inthe tabs below
v Manage

B Branding & properties

Certificates (0)  Client secrets (0)  Federated credentials (0)
D Authentication (Preview)

e — A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password

11! Token c uration
I} Token configurato | New client secret

3 AP per

Description Expires Value SecratID
& Expose
; Mo client secrets have been created for this application
App roles
&8 Owmers

&, Roles and administrators
M Manifest

> Suppott + Troubleshooting

Give your secret a name and select an expiration date. Click on add.

Expires: At Supplydrive, we are notified when a secret is expired, but not when it will expire. The
organization is responsible for renewing the secret. Once expired, we will notify the client, but it’s best

to renew it before expiration. Choose an expiration period that fits your security policies and
processes.
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Certificates (0) Client secrets (1) Federated credentials (0)

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

~+ New client secret

Description Expires Value © Copy to clipboard et ID

Supplydrive Secret 1/21/2026 KBJ8Q~WES2a3M4KGVJIt1UVpwarq0Sos ... [y 1de7c214-b120-4f8d-88fe-185be6fe0d2f [ [il]

You have now generated a secret. Please note that the value of the secret is only
available right after generation and is no longer available for copying after moving to
a different screen. Copy the value and store it somewhere safe. You will need it later
to send all necessary information to Supplydrive.
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Feedback to Supplydrive

Please send the following information back to Supplydrive:

- Application (client) ID
- Directory (tenant) ID
- Client Secret Value

Please send the information securely by using either https://onetimesecret.com/ (Self
destructing links), Encrypted e-mail or another similar secure method.

Information send in plain text over email will not be accepted!

i Supplydrive App Registration < -

£ Search s« [i] Delete 3 Endpoints [l Preview features
Bl Overview @ ot asecond? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). —
Quickstart
#" Integration assistant A Essentials
X Diagnase and solve problems Display name : Supplydrive App Registration : 0 certificate, 1 secret
v Manage {43025138-9d/14-4bec-84a4-61e06ded7c3c | Redirect URls : Add a Redirect UR
= Branding & propaties Object ID cebdf320-65dd-4e3c-ab71-36338129265a Application ID URI : Add an Application ID URI
5 Authentcation (Preview) ‘hadb | Managed application in | : Supplydrive App Registration
Supported account types : My organization only State - @ Activated
Certificates & secrets
Certificates (0) Client secrets (1)  Federated credentials (0)
A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.
+ New client secret
Description Expires Value Copy to dlipboard 2t ID
Supplydrive Secret 1/21/2026 KBJBQ~wWE52a3M4KGWIIt1UVpwarg0SoS ... [ | 1de7c214-b120-4f8d-88fe-185be6f60d2f [y il
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